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NetScaler and Two-Factor Authentication Security 
Access to NetScaler is secured by using two-factor authentication; password and passcode. 

To sign-in to NetScaler you type: 

1. User name 

2. Password 

3. Passcode   
The passcode is a 6 digit number that changes 
every 30 seconds. When you type your 
Passcode it is verified, in real time, by 
Information Technology Services’ security 
software. 

 

Passcode Overview and how to create your Passcode 

 

To create your passcode you require: 

 Secret Key (see below) that is provided to you via email from  ITS.    
AND 

 Authenticator software (see below) installed on your PC, laptop, phone or tablet. 

Secret Key 

When you sign up for NetScaler access you are emailed a Secret Key from Information 
Technology Services (ITS). The Secret Key is used by your Authenticator software to display your 
Passcode. The Secret Key is unique to you and is valid for your account only.  

 

Note Do not share your Secrete Key with anyone. 
You do not use the Secret Key to log on to NetScaler. The Secret Key is only 
used to configure your Authenticator software so it can create your Passcode. 

 

This Secret Key is in two forms in the email: 

 16-digit code, e.g. FU4VYRZHEB4A3QVG 

 QR code to be used for mobile Authenticator software, e.g.  

ITS emails you a 
Secret Key 

You enter your 
Secret Key into the 

Authenticator 
Software of your 

choice 

The Authenticator 
software displays 

your Passcode that 
changes every 30 

seconds 

On the NetScaler 
login page you 
type the 6-digit 

Passcode 
displayed by your 

Authenticator 
software 
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Authenticator software 
When you configure the Authenticator software, you have to enter the Secret Key and your 
account name. From then on, the Authenticator software displays your ever-changing 
Passcode. 
ITS has tested that the following third-party Authenticator programs work with NetScaler.  
 

For Use On Authenticator Name Download From 

Windows WinAuth 
https://winauth.github.io/winauth/index.html 
(Download Latest Stable Version) 

Mac OS X OTP Manager Mac App Store 

Android Google Authenticator Google Play Store 

iOS Google Authenticator iOS App Store 

Windows Mobile AuthenticatorG Microsoft Store 

Blackberry OS 2 Step Authenticator Blackberry  World 
 

Each Authenticator program has its own configuration instructions. Follow the instructions 
provided by the third-party software company to configure the Authenticator program. 

It doesn’t matter which Authenticator program you use. You can install all of them if you wish. 
Each authenticator you set up using your Secret Key generates the same passcode at the same 
time. 

See the image below that shows two different programs displaying the same passcode: 

1. Windows authenticator 
Running on the laptop next to the NetScaler log on page 

2. Smartphone software 
Running on the smartphone leaning up against the laptop’s screen 

 

 

 

Most people find it convenient to use Authenticator 
software on a smartphone. When they go to log on to 
NetScaler they have their phone handy so they can view 
the Passcode and type it at the log on page. 

 

https://winauth.github.io/winauth/index.html
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Using your Passcode to log on to NetScaler 
1. Go to the Netscaler log on page. 

2. Type your Corporate ID. 

3. Type your Corporate Password. 

4. Type the Passcode. 

 

Note:  There is no reason to be alarmed if you cannot type the Passcode in 30 
seconds. The system allows you some leeway with respect to typing in an 
old code when it has expired. If the Passcode updates to a new one while 
you’re still typing the old Passcode, you may still be able to log in. 
If not, you can wait for the next code to be displayed, knowing you have a 
full 30 seconds to type it. 

Common errors affecting the use of a Passcode 
Important After you set up your authenticator software, verify that you can login while on the 

Hospital network before trying to access NetScaler remotely. 

 The device the authenticator is installed on does not have the correct time.  

 Your Secret Key was entered incorrectly into the authenticator.  Often if the key is cut 
and pasted from the email to the authenticator software an extra space is inadvertently 
included.  

 Your account name was entered incorrectly into the authenticator. 

 Your account name was changed.  This should result in the creation of a new Secret Key 
and will require that authentication software be reconfigured again. 

 Your user name or password was entered incorrectly on the login screen. 


